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The General Data Protection Regulation (GDPR) provides a legal framework for compliance, 
affecting global businesses with headquarters inside and outside Europe. GDPR has a firm deadline of May 
25, 2018 with severe fines facing organizations that are not in compliance.  

What is GDPR? 
The purpose of GDPR is to give back control of personal data to its EU citizens, or ‘data subjects’. It 
repeals Directive 95/46/EC and transfers control of legislation from individual member states to a 
centralized body. It promises to provide freedom, security and justice to the EU and to unify regulation in 
order to provide more clarity for parties seeking compliance. Accountability for the location and life 
span of every piece of personal data needs to exist. 
 
Does it Apply to Me? 
Regardless of your company’s headquarter location; if you are processing EU citizens’ personal data on a 
regular basis then most likely GDPR applies to you. 
 
Examples of personal data include names, social security numbers, email addresses, resumes, 
employment history, IP addresses, tattoos, scars and more! Customer data is personal data. If your 
customers are European citizens, their personal data most likely is processed or retained on your SAP 
systems.  
 
Both EU and non-EU based companies should be concerned. You are considered a part of GDPR when 
you a) are offering goods or services with or without payment to EU data subjects or b) monitoring EU 
data subjects’ behavior while in the EU.  
 
Who is Involved with GDPR? 

 
The Basics 
GDPR intends to guard the three principles of lawfulness, fairness and transparency in relation to 
personal data. This means a valid reason should exist to process and retain personal data and this reason 
needs to be communicated clearly to data subjects. 
 

SAP and GDPR: The Basics 

http://www.onapsis.com/
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:32016R0679
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:31995L0046:en:HTML


 

 

 

Data Subjects’ Rights Regarding their Personal Data 
• The right to access – Individuals have the right to request access to their personal data and to 

know how their data is being used 
• The right to be forgotten – If consumers are no longer customers, or if they withdraw their 

permission for a company to use their personal data, their data must be deleted 
• The right to data portability – Individuals have a right to move their data from one service 

provider to another 
• The right to be informed – Consumers must opt-in for their data to be used and consent must be 

freely given rather than implied 
• The right to have information corrected – Individuals have the right to ensure their data is 

updated if it is incorrect 
• The right to restrict processing – Individuals can request their data remain in place, but not be 

used for processing 
• The right to object – Individuals can stop the processing of their data for direct marketing 
• The right to be notified – If there has been a data breach which compromises an individual’s 

personal data, the controller must notify the authorities within 72 hours of the enterprise first 
having become aware of the breach 

 
Full transparency is required and at all times it should be known where the data is retained, where it 
will go next and why.  
 
Road to Compliancy 
Set up a multidisciplinary team and begin a plan to work on a specific GDPR compliance program.  

• The legal team can start on third-party contracts 
• The security team should review and decide on their data breach scenarios  
• HR can dig into archives to see what information can be removed and which members of the 

team will redesign business processes and communication flows  
• The IT team should get started on an in-depth analysis of the information environment 
• The marketing team should think about how they obtain and use personal data through 

marketing campaigns 
 

SAP and GDPR: Where to Start? 
The UK & Ireland SAP User Group found that 86% of SAP users do not fully understand how GDPR will 
affect their SAP landscapes and how to reach compliance. The first question to ask is does your 
organization handle personal data at all?  
 

How does personal data flow through your 
SAP landscape? In HR, recruitment, hiring, 
employment and termination of employees 
are all phases found within a typical 
workflow. Personal data such as name, 
address, resume and bank information is 
obtained starting from the first contact of a 
prospective employee until the moment he 

or she leaves the company. Have you thought about what happens to all this data and where it remains 
when the employee leaves the company? Who has access to it and how is it stored?  

http://www.itpro.co.uk/it-legislation/28840/users-fear-sap-systems-make-gdpr-compliance-harder-to-achieve


 

 

 

 
Find the personal data, know how it arrives, where it goes, where it is retained, how it is retained and 
who can access it. Create an abstract view of your SAP landscape and its layers and how they interact 
with personal data. 

 
• If any personal data exists in the SAP system, it has entered through the data Interface Layer 

and may be altered and deleted here 
• What types of personal data are contained within the system is determined by the Solution 

Layer 
• The data is retained in the Data Layer 
• The Protection Layer encompasses the other four layers and determines how the data is 

retained or presented. Secure data by: 
o Authorization and Access Control 
o Encryption 
o Masked Display (Pseudonymization) 
o Secure Communications 
o Backups and Logging 

 
Gearing up for GDPR will not be a mere tweak of your current company privacy policy, but rather a 
complete overhaul of existing business processes. Begin taking steps now to ensure compliance by the 
May 2018 deadline.  
 
For a more in-depth look at GDPR and SAP, read the full Onapsis white paper on onapsis.com. 
 

https://www.onapsis.com/sap-gdpr-keeping-your-organization-ahead-upcoming-eu-law

