
B U S I N E S S  R I S K 
I L L U S T R A T I O N

DISCOVERY AND  
ASSESSMENT INCLUDES:

• Discover vulnerabilities and 
misconfigurations for Oracle 
E-Business Suite

• Detailed risk report identifying 
IT and security controls 
deficiencies

• Risk analysis and potential 
business impact

• Recommendations for 
remediation and risk mitigation

Discovery and assessment can be 
completed in less than two hours 
and does not require installation 
of any software or agents on 
production systems.

ORACLE E-BUSINESS SUITE RISK ASSESSMENT

ERP SYSTEMS AND BUSINESS-CRITICAL APPLICATIONS AT RISK
A recent IDC survey of 430 IT decision makers titled, “ERP Security: The Reality of 
Business Application Protection” found that 64% of organizations have reported 
an ERP system—SAP and Oracle E-Business Suite—breach in the past 24 months. 
The research further suggests that these ERP systems are under increased attack 
for critical data. Among companies whose ERP systems have been breached in the 
last 24 months, the information compromised the most includes sales data (50%), 
customer personally identifiable information (41%), intellectual property (36%) and 
financial data (34%). Respondents ranked financial and sales data as the two most 
critical types of compromised data.

NEW ORACLE E-BUSINESS SUITE PAYDAY VULNERABILITIES
There are over 21,000 organizations using the Oracle E-Business Suite (EBS) to 
run their most critical business functions. Now, existing Oracle EBS vulnerabilities 
are presenting new risk. Despite Oracle recently issuing fixes for two critical 
vulnerabilities, thousands of organizations that have not applied the patches 
remain at risk. These “PAYDAY” vulnerabilities (CVE-2019-2638 and CVE-2019-2633) 
both have a CVSS score of 9.9—meaning it is easy for attackers to carry out an 
exploit with a HIGH IMPACT to the business.

BUSINESS IMPACT OF ORACLE EBS EXPLOITS
An attack on the Oracle EBS PAYDAY vulnerabilities can be unauthenticated without 
need for a username and password, which would bypass existing Segregation 
of Duties and access controls to cause fraud, theft or disruption. Upon further 
research, the Onapsis Research Labs has identified two serious examples of what 
an attack on these Oracle EBS vulnerabilities would mean to an organization’s 
business and financials. These exploit scenarios show how an attacker can 
manipulate wire transfers and compromise check printing processes to funnel 
money directly from an organization’s bank account with no way to trace it.

These are just two of potentially many attack scenarios. By exploiting these 
vulnerabilities, attackers could also gain access to any Oracle EBS application, 
including financials, supply chain management (SCM), customer relationship 
management (CRM), human resource management (HRMS) and more—exposing 
your most critical data, having to publicly disclose a breach and subjecting the 
organization to compliance violations.

THOUSANDS OF ORGANIZATIONS ARE AT RISK FROM ORACLE  
E-BUSINESS SUITE PAYDAY VULNERABILITIES 

Potential Exploits Target Financial Theft, Fraud And Business Disruption



G E T  S T A R T E D

https://www.onapsis.com/oracle-payday-vulnerabilities

REQUEST YOUR BUSINESS  
RISK ILLUSTRATION  

AND GET STARTED TODAY ABOUT ONAPSIS

Onapsis protects the applications that run 

the global economy by delivering a next-

generation business application platform 

providing actionable insight, change 

assurance, automated governance and 

continuous monitoring. Onapsis empowers 

organizations to modernize business-

critical SAP and Oracle E-Business Suite ERP 

systems, while keeping them protected  

and compliant. For more information, visit 

www.onapsis.com. 
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ARE ORGANIZATIONS DOING ENOUGH TO PROTECT ORACLE EBS?
The Onapsis Research Labs has found that as many as half of all organizations using Oracle EBS may not have applied the patches 
that address these PAYDAY vulnerabilities. This means as many as 10,000 organizations may be vulnerable. You need to ensure your 
company is not one of the thousands that are vulnerable.

ASSESS YOUR ORACLE EBS SYSTEMS FOR RISK TODAY
The Onapsis Business Risk Illustration is a complimentary assessment of your Oracle EBS system to discover where risks and attack 
surfaces exist within your environment. Onapsis delivers a detailed report of existing vulnerabilities and IT controls deficiencies 
highlighting the business impact including exploit potential and compliance violations.
 
Why Should You Assess Your ERP Systems: 

• To better understand your Oracle EBS environment: Gain insight into your business-critical applications—their primary usage 
and processes and the key informational assets they manage.

• To identify vulnerabilities: Discover where risks and attack surfaces exist within your environment. You will get a detailed 
summary report of existing vulnerabilities found in scanned Oracle EBS systems.

• To correlate found vulnerabilities to your risk posture: Onapsis puts the results of vulnerabilities in context to determine the  
top risks to your business, including a breakdown of how each found vulnerability can be leveraged by an attacker to access 
scanned systems.

• To comprehend impact on compliance: See how vulnerabilities and risk affect your compliance to regulatory mandates specific 
to your business (SOX, GDPR, PCI-DSS and others).

email request@onapsis.com  
phone 857-300-5427

FOR MORE INFORMATION,
please contact Onapsis at:

https://www.onapsis.com/oracle-payday-vulnerabilities
https://www.onapsis.com/oracle-payday-vulnerabilities
https://www.onapsis.com/
mailto:request%40onapsis.com?subject=Oracle%20PAYDAY%20BRI%20Request

