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Potential exploits of General Ledger create critical cybersecurity and  
Sarbanes-Oxley (SOX) compliance concerns
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Oracle E-Business Suite (EBS) is a leading enterprise resource 

planning (ERP) solution designed to help organizations 

manage global business, improve decision making, reduce 

costs and increase corporate performance. Over 21,000 global 

organizations use Oracle EBS for mission-critical applications, 

including financial management, customer relationship 

management (CRM), supply chain management (SCM), human 

capital management (HCM), logistics, procurement and more.

The Onapsis Research Labs has been working with the Oracle 

Security Response Team to report and help identify several 

potential vulnerabilities in a widely-used API-based component 

of Oracle EBS, including a series of critical issues that can put 

sensitive data and business at risk. Oracle has responded with 

multiple fixes, including patches in the January 2020 Critical 

Patch Update (CPU) addressing these BigDebIT vulnerabilities in 

Oracle EBS (complete list of CVEs at the end of this report). The 

purpose of this report is to recommend that customers remain 

on actively supported versions of Oracle EBS, apply security 

updates in a timely manner and follow security best practices. 

For that purpose, Onapsis is highlighting the seriousness of 

what can occur if the proper security fixes are not applied for 

these critical vulnerabilities. Other mitigating controls, including 

Segregation of Duties (SoD), access controls, web application 

firewalls (WAFs) and other traditional security products that 

most organizations rely on, are not capable of preventing or 

detecting an exploitation by unauthenticated attackers, either 

internal or external.

In 2019, Onapsis published a Threat Report titled, “Oracle 

E-Business Suite PAYDAY Vulnerabilities,” alerting how a 

successful exploitation of these critical vulnerabilities could 

result in a malicious attacker, either internal or external, gaining 

full control over the entire Oracle EBS system and causing 

financial fraud through malicious wire transfers or printing 

rogue checks.  

 

Onapsis discovered four critical Oracle EBS vulnerabilities 

and in the April 2019 CPU Oracle patched two, detailed in 

the Onapsis PAYDAY Threat Report. In the January 2020 CPU, 

Oracle patched the other two, which the Onapsis Research Labs 

proved to be still exploitable remotely in all Oracle EBS systems 

even after patching the PAYDAY vulnerabilities. After talking 

to customers and compliance experts, Onapsis is releasing 

this new Threat Report to alert organizations of the BigDebIT 

vulnerabilities and the potential critical business risk and 

compliance impact. While these vulnerabilities put the entire 

Oracle EBS application suite at risk, Onapsis chose to highlight 

an exploit scenario targeting the integrity of the Oracle EBS 

General Ledger which bypasses all existing controls.

Any Oracle EBS customer that did not apply the Oracle 

CPU from January 2020 and is regulated by Sarbanes-Oxley 

(SOX) may find deficiencies in Internal Control over Financial 

Reporting (ICFR). These vulnerabilities are exploitable by an 

attacker with network access to the system. Depending on the 

patch level, an attacker needs a valid account in the system too.

In this report, it is explained how the Oracle General Ledger 

module works in Oracle EBS. Onapsis highlights how it could 

be manipulated by an attacker to steal financial data or directly 

modify accounting reports. The attack scenario demonstrates 

how SOX compliance may be jeopardized, which will directly 

impact a company’s financials and ultimately its market value.

Beyond the examples provided in this document related to 

SOX perspective, it is important to remember that attacks on 

PAYDAY and BigDebIT vulnerabilities can be used to perform 

many other types of critical attack scenarios, such as stealing 

sensitive information, modifying business data or even deleting 

information, and also to cause business disruption. Further, 

this brings compliance risks related to privacy regulations such 

as CCPA, GDPR and others, as well as business continuity, into 

consideration.

1 https://www.infoclutch.com/installed-base/enterprise-application/oracle-e-business/

E X E C U T I V E 
S U M M A R Y
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Oracle General Ledger is a financial application included in Oracle EBS. It helps automate financial processing and gives real-time 

visibility into financial results. It is one of the most used tools to generate and manage corporate financial reports and balance 

sheets to achieve financial compliance.

In accounting, a general ledger is a record of all past transactions of a company, organized by accounts. General ledger accounts 

contain all debit and credit transactions affecting them. In addition, they include detailed information about each transaction, such 

as the date, description, amount, and may also include some descriptive information on what the transaction was. Oracle General 

Ledger helps automate this process, since it can import millions of journal lines per hour. All the modules in Oracle EBS, such as 

Manufacturing, Financials, HRMS and CRM, among others, send data to General Ledger for accounting and compliance purposes. 

Illustration 1 depicts the Oracle General Ledger ecosystem showing the flow of information.

ORACLE GENERAL 
LEDGER

W H A T  I S  O R A C L E  
G E N E R A L  L E D G E R ?

Illustration 1: The Oracle General Ledger Ecosystem
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General Ledger is also widely used for compliance processes. For example, companies in the U.S. stock market need to be in 

compliance with SOX. To prove SOX compliance, an in-depth audit is performed at least once a year for companies and auditors 

to review financial data in this process. In order to accomplish this audit requirement, General Ledger reports are exported, and 

then reviewed in detail to confirm that financial numbers are accurate with the rest of the financial data in the system/database. 

Companies need to trust 100% of their General Ledger reports before conducting this type of audit.

Figure 1 is an example of an account analysis report from Oracle General Ledger. This report prints the journal entry lines and 

beginning and ending balances of the accounts you request.

Figure 1: Account Analysis Report Example
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During the typical audit process, finance and/or accounting will export General Ledger reports and provide them to internal or 

external auditors, who will start reviewing samples of the data to test operating effectiveness of internal controls and the integrity of 

transactions as they relate to the financial statements. Illustration 2 shows the process of generating a report in the General Ledger 

from accounting user through to audit review.

Since the Oracle General Ledger module is connected to all business processes, an internal or external attacker can gain 

unauthenticated access to abuse these Oracle EBS vulnerabilities. Because the attack is unauthenticated, the attacker would bypass 

any IT or compensating controls to alter the General Ledger database in order to break off the connection between accounting data 

in the reports and business/financial data in the ERP system.

A L T E R I N G  G E N E R A L  L E D G E R 
A C C O U N T  R E P O R T S :  
W H A T  H A P P E N S  W H E N  
G E N E R A L  L E D G E R  I S  E X P L O I T E D

ACCOUNTING USER EBS SERVER GL REPORT AUDITOR

REQUEST FOR A 
FINANCIAL REPORT

TRIAL BALANCE REPORT 
IS GENERATED

AUDITOR READS  
THE EXPORTED  

REPORT

Illustration 2: General Ledger Report Generation Process

BANK
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For example, an attacker could modify the Trial Balance Report, which summarizes accounting balances in a given period, 

virtually unnoticed, resulting in inaccurately reported results flowing undetected into the financial statements. This could result in 

inaccurately filed or reported financial results. Illustration 3 depicts an attacker infiltrating the Oracle EBS system during the General 

Ledger reporting process to alter reports.

An attacker can execute and cover up transactions and then intercept the information coming from the bank. There would be no 

reconciling of the transaction and the audit would likely miss it as well. This could result in a material finding, a violation of SOX and 

a whole host of detrimental consequences for the company and its executive leaders.

Figure 2 is an example of an altered trial balance General Ledger report. This report shows a fake financial loss of over 68 billion 

dollars in the cash account.

Illustration 3: Attack on Vulnerable Oracle EBS System Alters Trial Balance Report

Figure 2: Altered Trial Balance General Ledger Report
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Organizations need to be aware that current GRC tools and other traditional security methods (firewalls, access controls, SoD and 

others) would be ineffective against preventing this type of attack on vulnerable Oracle EBS systems. Once on the network, internal 

and external attackers can bypass any existing controls to exploit these vulnerabilities and gain unauthenticated access (requiring 

no user credentials or passwords) to any Oracle EBS system, including General Ledger. If organizations have internet-facing Oracle 

EBS systems, the potential threat likelihood would be significantly magnified. Organizations under attack will be unaware of the 

attack and not know the extent of the damage until evidence is found by a very extensive internal or external audit. Attackers can 

remove any audit traces, which will make it even more difficult to detect the attack post exploitation. Consequences will range from 

financial fraud to serious compliance violations that are further explained in the next section.

W H Y  S H O U L D  O R G A N I Z A T I O N S 
H A V E  A  H E I G H T E N E D 
C O N C E R N  A B O U T  B i g D e b I T 
V U L N E R A B I L I T I E S ?
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Beyond exploiting these vulnerabilities to extract assets from 

a company (such as cash), an attacker can cause delays in any 

financial reporting related to compliance processes of the 

company. Once a financial reporting period is closed and the 

financial statements are filed, financial data for that period 

should not change. If an attacker modifies General Ledger 

reports between the period closure and the audit, it will cause 

critical damage to the company and its compliance process.  

Altered balances, depending on size and significance, may 

cause an alert during the audit period through common 

controls such as account reconciliations or variance reviews, 

and depending on the complexity of the changes, it could 

be difficult (or even impossible) to identify and explain why 

financial balances do not match system data given that there 

is no record of the change that was made. 

The level of effort required by internal resources, external 

resources (specialists and/or external auditors, etc.) in 

terms of labor hours and fees will be significant. Despite 

an organization’s best efforts this still may not uncover 

additional useful information indicating that this change was 

made by exploiting the General Ledger with these Oracle 

EBS vulnerabilities and not an actual business or accounting 

transaction.  

Ultimately, this may trigger audit findings both at the 

transactional and internal control levels as it relates to 

financial reporting (deficiencies in the context of SOX) and 

depending on the significance, may require communication 

to those charged with governance or investors and delay 

financial filings. If the attacker creates fictitious earnings, 

there are plenty of real-world examples that can be found of 

companies that were fined by the Securities and Exchange 

Commission (SEC) for violating accounting rules and misstating 

company earnings.

P O T E N T I A L  B U S I N E S S  
A N D  C O M P L I A N C E  I M P A C T
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As explained, this document provides awareness to post-

exploitation alternatives and are only two examples of how 

an attacker can leverage this vulnerability. The first attack 

scenario explains how an attacker can set up a money transfer 

to his bank account.

 At almost every company there is a recurring day, maybe once 

a week or every two weeks, that the company runs payments. 

On this day, all payments that have been approved by the 

required parties are processed. They send special instructions 

to the bank and generate the corresponding check.

M A L I C I O U S  W I R E  
T R A N S F E R  I N  E B S

P O S T - E X P L O I T A T I O N1
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C O N C L U S I O N S  A N D  H O W  T O 
K E E P  O R A C L E  E B S  P R O T E C T E D
This attack scenario on Oracle General Ledger 

confirms and highlights what was also explained in 

the Onapsis PAYDAY Threat Report from November 

2019. These are highly-critical vulnerabilities that 

can cause severe damage to any company that has 

not properly secured their Oracle EBS environments. 

In the January 2020 CPU, Oracle addressed these 

BigDebIT vulnerabilities that, if left unpatched, can 

lead to attack scenarios such as the exploits on 

Oracle General Ledger outlined in this report.

Since the BigDebIT vulnerabilities could be present 

in any Oracle EBS implementation in which the 

patches were not applied, Oracle customers should 

immediately apply the latest Oracle CPU to be 

protected against attacks.

The scenarios explained in this document are 

only illustrative attack vectors that a threat 

actor can leverage to successfully exploit these 

vulnerabilities. Nevertheless, the chosen scenarios 

highlight why traditional SoD, access controls and 

approval processes are not enough to fully protect 

ERP systems or guarantee the integrity of the 

financial information. If application cybersecurity 

is underestimated, an organization’s financials, 

processes or data could be at serious risk.

*** 

The primary mechanism for fixing security 

vulnerabilities in Oracle products is the quarterly 

Critical Patch Update (CPU) program. A CPU 

is a collection of patches for multiple security 

vulnerabilities. The first CPU containing updates in 

response to this issue was released in April 2018 

and subsequent patches have been released to 

address different aspects of the issue, including 

the ones recently patched in January 2020. These 

security patches (CVE-2020-2586 and CVE-2020-

2587) both have the same CVSS score of 9.9 (out of 

10) as the previous ones (CVE-2019-2633 and CVE-

2019-2638 from April 2019), making them highly 

critical for all EBS customers.

***
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Onapsis is headquartered in Boston, MA, with offices in Heidelberg, Germany and Buenos Aires, Argentina. We proudly serve more than 300 of the 
world’s leading brands, including 20% of the Fortune 100, 6 of the top 10 automotive companies, 5 of the top 10 chemical companies, 4 of the top 10 
technology companies and 3 of the top 10 oil and gas companies.

 The Onapsis Platform is powered by the Onapsis Research Labs, the team responsible for the discovery and mitigation of more than 800 zero-day 
vulnerabilities in mission-critical applications. The reach of our threat research and platform is broadened through leading consulting and audit firms 
such as Accenture, Deloitte, IBM, PwC and Verizon—making Onapsis solutions the de-facto standard in helping organizations protect their cloud, 
hybrid and on-premises mission-critical information and processes.

For more information, connect with us on Twitter or LinkedIn, or visit us at https://www.onapsis.com.
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MORE DATA
Related CVEs:

Apply the latest Oracle CPU at https://www.oracle.com/security-alerts/

Download the original Onapsis PAYDAY Report and watch the financial fraud videos at  

https://www.onapsis.com/oracle-payday-vulnerabilities

For more information, including videos detailing the attack scenario on Oracle General Ledger, visit 

https://www.onapsis.com/oracle-bigdebit-vulnerabilities

CVE Oracle CPU Date CVSS Vulnerabilities

CVE-2020-2586 January 2020 CVSS v3 9.9 BigDebIT

CVE-2020-2587 January 2020 CVSS v3 9.9 BigDebIT

https://www.oracle.com/security-alerts/
https://www.onapsis.com/oracle-payday-vulnerabilities
https://www.onapsis.com/oracle-bigdebit-vulnerabilities

